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SANS Top Cyber Security Risks  

http://www.sans.org/top - cyber - security - risks/#trends  

 

 

 

 

 

http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/
http://www.sans.org/top-cyber-security-risks/


} Organizations started patching and using firewalls  

 

} Number of operating system vulnerabilities dropped  

 

} Patching, blocking services at the firewall, and depending 
on Intrusion Prevention became standard  

 

} As these became the òsecurity standardó, emerging areas 
of risk were ignored  

 

} Attackers are smart, and began taking the path of least 
resistanceéé 
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}The days of traditional Web Server - > Database 

architectures are long gone  
 
}We trust the websites we use every day, right?  

 
}We have web applications:  

�CIn our pockets  
Mobile apps that communicate with web services  

�COn our desktops  
 Adobe AIR allows file system IO  

Client - side storage (SQL databases)  

�CIn the òcloudó 
Think anything and everything Google does  
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