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The Big Picture

Priority One: Client-side software that remains unpatched.

Waves of targeted email attacks, often called are exploiting client-side vulnerabilities in
commonly used programs such as Adobe PDF Reader, QuickTime, Adobe Flash and Microsoft Office. This is
currently the primary initial infection vector used to compromise computers that have Internet access. Those
same client-side vulnerabilities are exploited by attackers when users visit infected web sites. (See Priority
Two below for how they compromise the web sites). Because the visitors downloading documents
from them they are easily fooled into opening documents and music and video that exploit client-
side vulnerabilities. Some exploits do not even require the user to open documents. Simply accessing an

is all that is needed to compromise the client software. The victims' infected computers are
then used to propagate the infection and compromise other internal computers and sensitive servers
incorrectly thought to be protected o _unauthorized access by external entities. In many cases, the
ultimate goal of the attacker is tfrom the target organizations and also t
through which the attackers can return tor turther exploitation. On average, major organizations take at
other words the highest priority risk is getting less attention than the lower priority risk.

Priority Two: Internet-facing web sites that are vulnerable.

Attacks against web applications constitute of the total attack attempts observed on the
Internet. These vulnerabilities are being exploited widely to convert trusted web sites into malicious websites
serving content that contains client-side exploits. Web application vulnerabilities such as SQL injection and
Cross-Site Scripting flaws in open-source as well as custom-built applications account for of the
vulnerabilities being discovered. Despite the enormous number of attacks and despite widespread publicity
about these vulnerabilities, most web site owners fail to scan effectively for the common flaws and become
unwitting tools used by criminals to infect the visitors that trusted those sites to provide a safe web
experience.

SANS Top Cyber Security Risks
http://www.sans.org/top - cyber - security - risks/#trends
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The Big Picture
How Did We Get Here?

1 Organizations started patching and using firewalls
1 Number of operating system vulnerabilities dropped

} Patching, blocking services at the firewall, and depending
on Intrusion Prevention became standard

} As these became the Osecurity s
of risk were ignored

1 Attackers are smart, and began taking the path of least
resi stanceéée




; The days of traditional Web Server - > Database
architectures are long gone

1 We trust the websites we use every day, right?

1 We have web applications:
CIn our pockets
Mobile apps that communicate with web services
COn our desktops
Adobe AIR allows file system 10
Client - side storage (SQL databases)
CIn the ocloudd
Think anything and everything Google does




