Media Sanitization

NIS T 800-88 Guidance
Terms Defined

When Is media under/noet-unaeryour
control?

Flowehart for decision making

Spreadsneet of methods for media
sanitization

Quick way to reduce large inventories




Terms

Clearing I- protection'against a keynoard
attack

PuUrging I protection against lapoeratory
attack

Destroying I media cannot be reused

ATA disk drives manufactured after

2001 (over 15 GB) the'terms clearng anad purging have
converged.



NIST Guidance- Control

Under Organization Cantrol:

Media being turned over for:maintenance are still'considered under,
organization control ificontractual agreements are in place with the
erganization and the maintenance provider specifically provides for the
contidentiality of:the-infermation;

Mal-n-tenance beidng  perdformed ,on an
O/ -gramir-zatl-on o0s SuUper-Vi sSion, by:-;a mal |
under the control of the-organization.

Not-Under Qrganization Control:

Media that are being exchanged fer warranty, cost'rebate, orother
PUrposes and Where the specific /neaia- will inot be returned to the
organization are considered te be out ofiorganizationalicontrol.
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Figure 4-1. Sanitization and Disposition Decision Flow




Helptful Tips

Document the 'seral numbpber, of:both the-Hard
Drive and host computer.

SC3ldrives, once remaved from Nost,
eVeRwriting becomes difficultto impossible

Degaussers are rated by ORSTFEDS they: produce
- your drive'may;require-higher

Majn yessmorde - -iDie-gla-ussjer s 0 ¢
approx. 10 high

Pre-destruction may be permissible atyour

facility.

Consider ehain of ecustody if using an ofisite

service provider




Chain of Custody Improvements



