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Global Threat Center

Exploit Research and Development

ïComplete threat analysis against all exploit vectors

ïContinual assessment of new devices and platforms 

ïKnowledge-share with worldwide device exploit 

network

Malware Operation Center

ïActively monitor SMobile customer Malware alerts, 

reporting and trending

ïMonitor and scan publicly submitted Malware 

samples

ïScan partner feeds for discovered/

recent viruses, Spyware, etc.

ïContinually monitor underground and public Malware 

bulletin boards, websites, newsgroups, etc.
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Smartphone Platforms

ÅSymbian

ÅBlackBerry

ÅWindows Mobile

ÅiPhone

ÅAndroid
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Why Does Smartphone Security Matter?

ÅSmartphones are rapidly replacing 

feature phones. Analyst predictions 

state that by 2012, 65% of all cell 

phone sales will be smartphones

ÅCell phones are used for the same 

functions and have the same 

capabilities as PCs

ÅWhile most PCs have at least some 

security software in place, 

smartphones commonly do not have 

any security software installed
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Why Does Smartphone Security Matter?

Would you conduct mobile banking and online 

purchases using a PC that didnôt have antivirus 

software installed?

Are you willing to no longer require antivirus, 

firewall, encryption and VPN software on your 

enterprise workstations?
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Why Does Smartphone Security Matter?

Smartphones are the new PCs for 

consumers 

Smartphones are the new 

workstations for workers

Smartphones are susceptible to 

the exact same threats as PCs
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Mobile Security Threat Environment

Threats to Mobility

ÅMalwareïViruses, Worms, Trojans, Spyware

ÅDirect AttackïAttacking device interfaces,
browser exploits, etc.

ÅPhysical CompromiseïAccessing sensitive data

ÅData Communication Interception ï
Sniffing data as it is transmitted and received

ÅAuthentication/Identity Spoofing 
and SniffingïAccessing resources with a
userôs identity or credentials

ÅExploitation and MisconductïOnline
predators, pornography, inappropriate
communications
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Mobile Security in the News
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Mobile Security in the News
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Mobile Security in the News

ñA quarter of lawyers put 

confidential documents on mobile 

devices ... the preferred device for 

storing data is the BlackBerry, 

followed by laptops, USB/memory 

sticks, smartphones, MP3/tablets or 

a combination of all of theseò
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Much of the media has been saying they 

havenôt seen widespread evidence of 

smartphone infections without mentioning 

that most devices donôt possess any 

mechanisms to track infections or to report 

attacks. They also donôt mention that todayôs 

Malware is specifically written to be stealthy, 

financially motivated, undetectable and 

targeted ïnot widespread and obvious.  

These critical omissions are used as a 

basis to downplay the need for 

smartphone antivirus.

Can You Name the Last 5 Widely Reported Global PC Viruses?
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And Malware isnôt the only way to 

exploit a mobile device



Copyright 2008 SMobile SystemsPage 13

Letôs get specific as to whatôs 

happening today
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Threat: Malware
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Current State of Mobile Malware

More than 400 known Malware to date in 30+ countries
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Spyware ïThe Hidden Threat to Mobile Devices

Spyware Capabilities:

ÅIntercept and post to a website every 

SMS, MMS and e-mail (see image)

ÅTrack every key typed by the device

ÅRemotely and silently turn on the 

phone to hear ambient conversations

ÅTrack the position of the device

Spyware Properties:

ÅSilently runs on devices without the 

knowledge of the device user 

ÅEasily installed via Trojans and other 

Malware

Å2 of the top 3 BlackBerry infectors 

are Spyware 

Å4 of the top 5 Windows Mobile 

infectors are Spyware

ñUsers and enterprises who are waiting to experience an infection before 

implementing security software are placing themselves into the unsavory 

position of unknowingly becoming infected with Spyware and having 

absolutely no security software in place to address that infection.ò

ïSMobile Global Threat Center
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Threat: Data Communication 

Interception
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iPhone E-mail Sniff

Sniffed Packets 

118 and 140


