M BILE
SYSTEMS

Smartphone Hacks

and Attacks:

A Demonstration
of Current Threats
to Mobile Devices

Daniel V. Hoffman, CISSP, CEH, CHFI
Chief Technology Officer



Global Threat Center

Exploit Research and Development
i Complete threat analysis against all exploit vectors
I Continual assessment of new devices and platforms

i Knowledge-share with worldwide device exploit
network

Malware Operation Center

i Actively monitor SMobile customer Malware alerts,
reporting and trending

I Monitor and scan publicly submitted Malware
samples

I Scan partner feeds for discovered/
recent viruses, Spyware, etc.

i Continually monitor underground and public Malware
bulletin boards, websites, newsgroups, etc.
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Smartphone Platforms

ASymbian

MlackBerry

ANindows Mobile
APhone

Aandroid
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Why Does Smartphone Se

ASmartphones are rapidly replacing
feature phones. Analyst predictions
state that by 2012, 65% of all cell
phone sales will be smartphones

ACell phones are used for the same
functions and have the same
capabilities as PCs
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AWhile most PCs have at least some
security software in place,
smartphones commonly do not have
any security software installed

MISBILE
SYSTEMS

Copyright 2008 SMobile Systems



Why Does Smartphone Security

Would you conduct mobile banking and online
purchases using a PC that
software installed?

Are you willing to no longer require antivirus,
firewall, encryption and VPN software on your
enterprise workstations?
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Smartphones are the new PCs for
consumers

Smartphones are the new
workstations for workers

Smartphones are susceptible to
the exact same threats as PCs
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Mobile Security Threat Envi
Threats tb Mobility

A Malware i Viruses, Worms, Trojans, Spyware

A Direct Attack 1 Attacking device interfaces,
browser exploits, etc.

A Physical Compromise i Accessing sensitive data

A Data Communication Interception i
Sniffing data as it is transmitted and received

A Authentication/Identity Spoofing
and Sniffing i Accessing resources with a
user 6s identity or cr

A Exploitation and Misconduct i Online
predators, pornography, inappropriate
communications
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Mobile Security in the Ne\

Mobile & Wireless

Google Scrambles to Patch Buffer Overrun
Exploit in Android G1

By Clint Boulten

2008-10-27

Article Views: 10913

trticle Rating: WReRRTr / 4
Table of Contents:

1. Google Scrambles to Patch Buffer Cverrun Exploit in Android G1
2. Android Flaw I a Buffer Owverrun

Google Scrambles to Patch Buffer Overrun Rate This Article:
Exploit in Android G1

(Fage Lof 2] poorO O O O ® pest
Security expert Charlie Miller leverages a
flaw within an SDK component of Google's

open-source Android operating system. Add This Article To:
The buffer overrun flaw lets hackers hijack

the Web browser on a user's T-Mobile G1 [E]Eiggﬂ-is DFL.H

smart phone, which is Google's first big
entry into the mobile and wireless game to Btsl.icic.us Gccgls

deliver users mobile Web services. Miller

bought a G1 early from a T-Mobile F A Slazhdot E]Simpg
employee on eBay to test his exploit. AL

Google said it is working with T-Mobile on ! Wy Ve @5?«'-”

delivering a fix to the device. | E-mail =S POF Version
The T-Mobile G1 smart phone has not even = print

been on the market for one week, but a

security expert has already found a significant flaw in the Google Android
software that fuels it.
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" FOXNEWS.COM HOME > SCITECH

Experts: Zombie Cell-Phone Hack Attacks May Be Next

hur:

day, October 15, 2

w

Associated Press

E-Mail Print
Share: %5 H @ *4_ = b

Some of the most vicious Internet
predators are hackers who infect
thousands of PCs with special
viruses and lash the machines
together into "botnets" to pump out
spam or attack other computers.

MNow security researchers say cell
pheones, and not just PCs, are the
next likely conscripts into the
automated armies.

SAMIUNC

The mobile phone as zombie
computeris one possihility

envisioned by security researchers
from Georgia Tech in a new report
coming out Wednesday.
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Mobile Security in"the News

ﬁ

ITBUSINESSEDGE

YOUR TECHNOLOGY INTELLIGEMCE AGENT
JUMP TO PRIORITY:

Choose your priority b

AA quarter of | awy
confidential documents on mobile
devices ... the preferred device for
storing data is the BlackBerry,

.. Network Sentry :: &

Securing vour data and network, inside and outside the

perimeter

Mohbile S o SHILC Afrer All followed by laptops, USB/memory
l1oblle Security: 5till Crazy After ¢ :

These Years sticks, smartp_hones, MPB/tabIets or
Posted by Carl Weinschenk on October 30, 2008 at 1:04 pm a combination o f a

The definition of insanity — at least in popular culture — is
doing the same thing repeatedlv and expecting a different

result. By this definition, many business people and IT

M3SBILE
SYSTEMS

Copyright 2008 SMobile Systems



Can You Name the Last 5 Widge

Much of the media has been saying they
havenot seen widespread

smartphone infections without mentioning

t hat most devices donot p
mechanisms to track infections or to report
attacks. They also donot me
Malware is specifically written to be stealthy,
financially motivated, undetectable and

targeted T not widespread and obvious.
These critical omissions are used as a

basis to downplay the need for
smartphone antivirus.
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And Mal ware 1 snot the
exploit a mobile device
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Let 0s get speci fic a
happening today
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Threat: Malware
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Spyware T The Hidden A

i SMS Emaail Location | System Search My Profile
Spyware Properties:

Asilently runs on devices without the P
knowledge of the device user MEL  35279401218831/
AEasily installed via Trojans and other ClEntTime: AG060810:4448
Malware Server Time:  16/06/08 12:45:22
. Event Type: MAIL
A2 of the top 3 BlackBerry infectors Direction:  OUT
are Spyware Size: 972 Bytes
A4 Of the '[Op 5 WindOWS Moblle Contact Name: Daniel Hoffman
infectorS are Spyware Mail:  TO : dhoffman@smobile=ystems. com

Subject:  RE: Sensitive Businezs Info

Contentz:  And this reply alzo has =enzitive info within

——~0riginal Meszage—

liti . From: Daniel Hoffman <dhoffman@smeobilesystems. com=
Spyware Capabllltles' Sent: Saturday, Juns 14, 2008 T:16 AM

. To: blackjacking@yahoo.com
Alntercept and pOSt to a website every Subject: Sensitive Business Info

SMS, MMS and e-mail (See image) This is sensitive business info

Back < Pravious | Next >

ATrack every key typed by the device

ARemOtelyandSlle_ntlytumonth_e fiuUsers and enterprises who are waiting to expe
phone to hear ambient conversations implementing security software are placing themselves into the unsavory

. . position of unknowingly becoming infected with Spyware and having
ATracktheposmonofthedewce absolutely no security software in p

i SMobile Global Threat Center
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Threat: Data Communication
Interception
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IPhone E-mail Sniff

Sniffed Packets
118 and 140
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