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Bio

20 years with IBM Development & Services  

Å IBM Software Development  & IBM Research consulting resource 

Å IBM Certified IT Architect in IT Architecture & IT Security

Created Protegrity's Data Security Technology

Å Protegrity Policy driven Data Encryption (1994)

Inventor of 20+ Patents 

Å In the areas of  Encryption Key Management, Separation of Duties, Policy Driven Data 

Encryption, Tokenization, Internal Threat Protection, Data Usage Control, Dynamic Access 

Control, Intrusion Prevention and Cross System Layer Security. 

Master's degree in Physics and degrees in Finance and Electrical 

engineering

Å Research member of the International Federation for Information Processing (IFIP) WG 11.3 

Data and Application Security. 

Å Member of IEEE, OASIS, Computer Security Institute (CSI), Object Management Group (OMG) 

CORBA Security Service, Open Web Application Security Project (OWASP), Information 

Systems Security Association (ISSA), Information Systems Audit and Control Association 

(ISACA),, The International Association of Science and Technology for Development (IAST), 

The Medical Records Institute (MRI), and The World Scientific and Engineering Academy and 

Society for Computer Security (WSEAS). 
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Agenda

Data Protection Options for PCI and Beyond

PCI Case Studies

Advanced Attacks on Data Flow

Determining Risks

Cost Effective Approach 
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Discussion of Data Protection for PCI DSS
Build and maintain a secure 

network.

1. Install and maintain a firewall configuration to 

protect data

2. Do not use vendor-supplied defaults for system 

passwords and other security parameters

Protect cardholder data. 3. Protect stored data

4. Encrypt transmission of cardholder data and      

sensitive information across public networks

Maintain a vulnerability 

management program.

5. Use and regularly update anti-virus software

6. Develop and maintain secure systems and 

applications

Implement strong access control 

measures.

7. Restrict access to data by business need-to-know

8. Assign a unique ID to each person with computer 

access

9. Restrict physical access to cardholder data

Regularly monitor and test 

networks.

10. Track and monitor all access to network 

resources and cardholder data

11. Regularly test security systems and processes

Maintain an information security 

policy.

12. Maintain a policy that addresses information 

security
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PCI DSS Applicability Information & PII Aspects

8



Requirement 3: Protect stored cardholder data

Section 3.4

Render PAN, at minimum, unreadable anywhere it is stored 

(including on portable digital media, backup media, in logs) by using 

any of the following approaches:

Å One-way hashes based on strong cryptography

Å Truncation

Å Index tokens and pads (pads must be securely stored)

Å Strong cryptography with associated key-management processes and 

procedures

The MINIMUM account information that must be rendered 

unreadable is the PAN.

Notes:

Å If for some reason, a company is unable render the PAN unreadable, refer to 

Appendix B: Compensating Controls.

Å ñStrong cryptographyò is defined in the PCI DSS Glossary of Terms, 

Abbreviations, and Acronyms
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Section 3.5

ñProtect encryption keys used for encryption of cardholder data against both disclosure 

and misuse.

Å 3.5.1 Restrict access to keys to the fewest number of custodians necessary

Å 3.5.2 Store keys securely in the fewest possible locations and forms.ò

Section 3.6

ñFully document and implement all key management processes and procedures for keys 

used for encryption of cardholder data, including the following:

Å 3.6.1 Generation of strong keys

Å 3.6.2 Secure key distribution

Å 3.6.3 Secure key storage

Å 3.6.4 Periodic changing of keys

Å Å As deemed necessary and recommended by the associated application (for example, re-

keying); preferably automatically. At least annually.

Å 3.6.5 Destruction of old keys

Å 3.6.6 Split knowledge and establishment of dual control of keys (so that it requires two or 

three people, each knowing only their part of the key, to reconstruct the whole key)

Å 3.6.7 Prevention of unauthorized substitution of keys

Å 3.6.8 Replacement of known or suspected compromised keys

Å 3.6.9 Revocation of old or invalid keys
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Split knowledge and dual control of keys requires two or three people, each 

knowing only their part of the key, to reconstruct the whole key 

The principle behind dual control and split knowledge is required to access the 

clear text key. 

Å Only a single master key will be needed under this control. 

Å The determination of any part of the key must require the collusion between at least two 

trusted individuals. 

Any feasible method to violate this axiom means that the principles of dual 

control and split knowledge are not being upheld. 

Å At least two people are required to óreconstructô the key, and they each must have a physical 

thing and they each must have some information that is required. 

The use of a key in memory to encipher or decipher data, or access to a key 

that is enciphered under another key does not require such control by PCI DSS. 

Å Keys appearing in the clear in memory, the principles of dual control and split knowledge are 

difficult but not impossible to enforce. 

Please review http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1126002 for 

additional discussion.
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http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1051481



PCI ïCompensating Controls
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PCI Security Standards Council about Data in Transit

The PCI Security Standards Council 

(https://www.pcisecuritystandards.org/) manages the PCI DSS 

standards

Å End-to-end encryption is likely to be a central focus as the council seeks input on 

how this might best be achieved in the payment-card environment through 

different technologies. 

Å If that is accomplished, it might result in a decidedly new PCI standard in the 

future for card-data protection, PCI Security Standards Council says in 

http://www.networkworld.com/news/2008/100108-pci-credit-card.html?page=2 . 

Å "Today we say if you're going outside the network, you need to be encrypted, but 

it doesn't need to be encrypted internally," PCI Security Standards Council says. 

"But as an example, if you add end-to-end encryption, it might negate 

some requirements we have today, such as protecting data with 

monitoring and logging. 

Å Maybe you wouldnôt have to do that. So we'll be looking at that in 2009." 
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Data Protection Approaches

Data Access Control

ÅHow the data is presented to the end user and/or 

application

Data Protection

ÅHow sensitive data is rendered unreadable
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Data Protection Options

Data Stored As

ÅClear ïactual value is readable

ÅHash ïunreadable, not reversible

ÅEncrypted ïunreadable, reversible

ÅReplacement value (tokens) ïunreadable, reversible

ÅPartial encryption/replacement ïunreadable, reversible
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Data Protection Options

Data in the Clear

ÅAudit only

ÅMasking

ÅAccess Control Limits

Advantages

ÅLow impact on existing applications

ÅPerformance

ÅTime to deploy

Considerations

ÅUnderlying data exposed

ÅDiscover breach after the fact

ÅPCI aspects
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Data Protection Options

Hash 

ÅNon ïreversible

ÅStrong protection

ÅKeyed hash (HMAC)

ÅUnique value if salt is used

Advantages

ÅNone really

Considerations

ÅKey rotation for keyed hash

ÅSize and type

ÅTransparency
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Data Protection Options

Strong Encryption

Å Industry standard (NIST modes - AES CBC é)

ÅHighest security level

Advantages

ÅWidely deployed

ÅCompatibility

ÅPerformance

Considerations

ÅStorage and type

ÅTransparency to applications

ÅKey rotation
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Data Protection Options

Format Controlling Encryption 

ÅMaintains data type, length

Advantages

ÅReduces changes to downstream systems

ÅStorage

ÅPartial encryption

Considerations

ÅPerformance

ÅSecurity and compliance

ÅKey rotation

ÅTransparency to applications
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Data Protection Options

Replacement Value (i.e. tokens, alias)

ÅProxy value created to replace original data

ÅCentrally managed, protected

Advantages

ÅNo changes to most downstream systems

ÅOut of scope for compliance

ÅNo local key rotation

ÅPartial replacement

Considerations

ÅTransparency for applications needing original data

ÅAvailability and performance for applications needing 

original data
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Different óTokenizingô Approaches & Topologies

ASP

Central

Tokenizer

On-site

Local

Tokenizer

Token

&
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Token
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Encrypted
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Branch Office /  Stores
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Tokenizer

Token

&

Encrypted
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Algorithmic

Tokenizer

óEncryptionô
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Limit Exposure across the Data Flow - Partial Encryption/Tokenizing

A policy driven approach

Å Decide what sensitive bytes to protect

Å A high level of transparency to applications

Application

Application

Application
Application

Application
Application

Application

Application
Application

Application
Application

Application
Application

Application
Application

Application

Few applications
ÅFull clear data 

Many applications/tools 
ÅMoving data around

Some applications 
ÅPartial clear data

Decryption

123456 777777 1234



How to Protect the Data Flow Against Advanced Attacks
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Point Of  Data Acquisition

Payment

Authorization

Settlement &

Charge-back

123456 777777 1234

123456 123456 1234

Continuously protected data flow Encrypt

123456 123456 1234

123456 777777 1234

Decrypt

123456 123456 1234

123456 777777 1234

Decrypt

Protected sensitive information

Unprotected sensitive information:
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Text 

Data

Applications are Sensitive to the Data Format 

Binary (Hash) -

Binary (Encryption) -

Alphanumeric (Token) -

Numeric (Token) -

Numeric (Clear Text) -

Data

Field

Length

Data Type

I

Original

I

Longer

All Applications

Most Applications

Many Applications

Few Applications

No Applications

This is a generalized example

Increased 

intrusiveness:
- Application changes

- Limitations in functionality

- Limitations in data search

- Performance issues
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Preserving the Data Format 

Hash -

Encryption -
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Encoding ï

Partial  Encï

Clear Text -

Data

Field

Length

Data Type

I

Original

Length

I

Longer
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This is a generalized example
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Binary
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Field Level Data Protection Methods vs. Time

Time

Plain Hash

(SHA-1 on CCN)

High

Medium

Tokenized Data

Protection

Level

Strong Encryption

(AES CBC)

Keyed Hash

(HMAC)

Format Controlling

Encryption

(AES FCE)

Key

Rotation



Format Controlling Encryption vs. Time

Time

High

Medium

Tokenized Data

Protection

Level

AES FCE 

(numeric & IV)

AES FCE

(alphanumeric & fix IV)



Field Level Data Protection Methods vs. Time

Time

High

Medium

Tokenized Data

Protection

Level

AES ECB

AES CBC (rotating IV)

AES CBC (fix IV, short data)

AES CBC (fix IV, long data)
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