
Transforming	  
Your	  SOC	  CIRC	  
for	  Big	  Data	  
Analy9cs	  

Eddie	  Schwartz	  
VP/CISO,	  RSA	  

X	  

All	  Slides	  ©	  Copyright	  2013	  EMC	  CorporaCon.	  All	  rights	  reserved.	  















Organized	  crime	  

Others…	  

Insiders	  
Cyber-‐terrorists	  /	  
HackCvists	  NaCon	  states	  







What	  level	  of	  resources	  belongs	  
RIGHT	  HERE??	  

What	  is	  the	  universe	  of	  data	  
that	  is	  useful	  here?	  



The	  Rise	  of	  Big	  Data	  
	  



BIG DATA 
TRANSFORMS 

SECURITY 

1.  Security management 
2.  Fraud prevention 
3.  Identity and access 

management (IAM) 
4.  Governance, risk and 

compliance (GRC) 



Requirements for Big Data 
•  Comprehensive Visibility 
•  Actionable Intelligence 
•  Agile Analytics 
•  Centralized Incident 

Management 





Event	  Management	  

Search	  Tools	  

Other	  Stuff	  

Storage	   Storage	   Storage	  

Intel	  

Logs	  

Storage	   Storage	   Storage	  

Full	  Packet	  
Capture	  

Storage	   Storage	   Storage	  







THE ANALYTICS 

Reporting and 
Alerting 
 Investigation 
 
Malware 
Analytics 
 
Administration 

Complex Event 
Processing 
 Free Text 
Speech 
 
Correlation 
 
Metadata  
Tagging 

LIVE INTELLIGENCE 
Threat Intelligence – Rules – Parsers – Alerts – Feeds – Apps – Directory Services – Reports and Custom Actions 

Incident 
Management 
 

Asset 
Criticality 

 

Compliance 
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SOC	   CIRC	  

Tasks	   • Tool	  AdministraCon	  
• Vulnerability	  Scanning	  
• Tier	  1	  Event	  Support	  
• Break-‐Fix	  

• Incident	  InvesCgaCon	  
• Threat	  Intelligence	  
• Malware	  AnalyCcs	  
• Response	  CoordinaCon	  

Skill	  set	  required	   • Intermediate	  security	  
knowledge	  

• Good	  tool	  &	  process	  
knowledge	  

• Generic	  company	  
knowledge	  

• Deep	  threat	  knowledge	  
• Advanced	  technical	  
capability	  

• InvesCgaCve	  experience	  
• Deep	  company	  knowledge	  

BoYom	  Line	   • WaiCng	  for	  a	  smack	  on	  the	  
forehead	  

• Hun9ng	  bad	  guys	  



What	  Level	  is	  Required	  for	  You?	  



CriCcal	  Incident	  Response	  Center	  

Advanced	  Tools,	  
TacCcs	  &	  Analysis	  

CriCcal	  Incident	  
Response	  Team	  

Cyber	  Threat	  
Intelligence	  

•  Reverse	  Malware	  
Engineering	  

•  Host	  &	  Network	  Forensic	  
•  Cause	  &	  Origin	  
DeterminaCon	  

•  Email	  operaCons	  

Advanced	  Specialists	  
•  IntegraCon	  &	  Content	  Development	  

•  Open/All	  Source	  Actor	  
AYribuCon	  

•  AYack	  Sensing	  &	  
Warning	  

•  Social	  Media	  
•  High	  Value	  Target	  (HVT)	  

•  Eyes-‐on-‐Glass	  
•  End	  User	  Intake	  
•  Event	  Triage	  
•  Incident	  Containment	  
•  24x7	  Coverage	  

•  Strategic	  Planning	  



Ad	  Hoc	  

Technology	  Focused	   Business	  Risk	  Focused	  

Bystander	  
End	  User	  

Creator	  

Cyber	  
Prophet	  

Improved	  CollaboraCon	  



RSA	  SecurID	  Style	  AYack	  

ALERT!!... Suspect Network Traffic 
IP Address shows multiple connections tunneled over non-
standard port 

Authorized User Logged in to AD 
AD Logs drill-down show user logged in from 

suspect IP with authorized credentials 

Different user from same IP/Host 
logged into development test server, 

then the corporate file server  
VPN & Host logs show a different set of authorized 

credentials used to log into VPN and multiple internal 
servers 

Data ex-filtration 
Encrypted ZIP file transferred out to Internet via 
FTP server 
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You	  Need	  to	  Understand	  EVERYTHING	  
About	  the	  AYack…	  

AYack	  Step	   TradiConal	  SIEM	   Security	  AnalyCcs	  

Alert	  for	  access	  over	  non-‐standard	  
port	   No	   Yes	  

Recreate	  acCvity	  of	  suspect	  IP	  
address	  across	  environment	   No	   Yes	  

Show	  user	  acCvity	  across	  AD	  and	  
VPN	   Yes	   Yes	  

Alert	  for	  different	  credenCals	  used	  
for	  AD	  and	  VPN	   Yes	   Yes	  

Reconstruct	  exfiltrated	  data	  
	   No	   Yes	  



Understanding	  PotenCal	  Campaigns	  
Find compromised Server or 
Workstation acting as SPAM host 
Multiple outbound SMTP connections from workstation. 
Multiple internet DNS connections from workstation 

Find out how the workstation 
got infected 

User clicked on the link and got infected 
by Trojan from drive-by download. 

Analyze malware 
Determine whether targeted or vanilla 
malware in use  
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Recreate phishing e-mail 
message 

Determine whether targeted phishing 
attack at play 



Big	  Data	  and	  Security	  AnalyCcs	  Help	  
Determine	  If	  This	  Is	  A	  Targeted	  AYack	  

AKack	  Step	   Tradi9onal	  SIEM	   Security	  Analy9cs	  

Alert	  for	  suspected	  SPAM	  host	   Yes	   Yes	  

Show	  all	  WWW	  requests	  where	  
executable	  downloaded	   No	   Yes	  

Recreate	  email	  with	  suspect	  link	  
	   No	   Yes	  

Analyze	  malware	  and	  incorporate	  
community	  intelligence	   No	   Yes	  

Determine	  whether	  aYack	  is	  part	  of	  
a	  targeted	  campaign	   No	   Yes	  





Visibility	  

Control	  

Intelligence	   Governance	  





Criminals Look Different than Others.. 
 

•  Velocity 
•  Page Sequence 

•  Origin 
•  Contextual Information 

 



Threat Modeling 
•  Velocity 
•  Behavior 
•  Parameter 

Injection 
•  Man in the Middle 
•  Man in the Browser 



Asset	  Intelligence	  

Threat	  
Intelligence	  Event	  Focus	  

Inves9ga9ons	  

IT/ Analyst 
Prioritizations 



Big	  Data	  Asset	  List	  

Device	  Type	  

Device	  Content	  

CMDBs	  

Vuln.	  Scans	  

IT	  Info	  

Cri9cality	  Ra9ng	  

Device	  Owner	  

Business	  Owner	  

Business	  Unit	  

Biz	  Process	  

RPO	  /	  RTO	  

Biz	  Context	  

Asset	  Cri9cality	  
Intelligence	  

ü 	  IP	  Address	  
ü 	  CriCcality	  RaCng	  	  
ü 	  Business	  Unit	  
ü 	  Facility	  



“When	  forecasters	  ignore	  data,	  it’	  a	  clear	  
sign	  they’d	  rather	  ignore	  the	  truth	  that	  
makes	  accurate	  predicCons.”	  
	  

	   	   	  -‐	  Nate	  Silver	  
	   	   	  The	  Signal	  and	  the	  Noise	  



eddie.schwartz@rsa.com	  
hYp://www.linkedin.com/in/

eddieschwartz/	  
	  

Thank	  you!	  


