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Memory Forensics Questions...
N

0 What processes were running on the suspect system at the time memory image was
taken?

0 What (hidden or closed) processes existed?

0 Are there any (hidden or closed) network connections?

0 Are there any (hidden or closed) sockets?

0 What is the purpose and intent of the suspected file?

0 Are there any suspicious DLL modules?

0 Are there any suspicious URLs or IP addresses associated with a process?
O Are there any suspicious open files associated with a process?

0 Are there any closed or hidden files associated with any process?
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Memory Forensics Questions...
Contd.

0O Are there any suspicious strings associated with a particular process?

0 Are there any suspicious files present? Can you extract them?

0 Can you extract malicious processes from the memory and analyze it?
0 Can you identify the attackers and their IP addresses?

0 Did the attacker create a user account on the system?

0 Did the malware modify or add any registry entry?

0 Does the malware use any type of hooks to hide itself?

0 Did the malware inject itself to any running processes?

O What is the relationship between different processes?

0 What is the intent and purpose of this malware?
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Real-World Scenario
B

The Problem:

|

O O o o O

Ted, a Marketing Director, at Ojehtrade & Co Inc., received a Hallmark E-Greeting
Card from a colleague, Maria

When Ted opened the E-Greeting Card, it opened a graphic image of animals
When Ted saw Maria later in the day, he thanked her for the E-Greeting Card
Maria told Ted that she did not send him any E-greeting card!

Ted called Mike, the Network Security Lead, and told him what happened

Mike asked one of his Security Analysts to make a Memory Image of Ted’s
computer

Your Task:

O

Memory Forensics: Collecting and Analyzing Malware Artifacts from RAM

You are a Security Analyst at Ojehtrade & Co, Inc., tasked to investigate the
incident

How would you go about performing this investigation if all you have is the Memory
image?
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MEMORY ACQUISITION
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RAM Acquisition Tools

S
0 Winen (Guidance Software)

0 FastDump Pro (HB Gary) - Limited Free version
available

0 FTK Imager - Free

0 DD Free but limited - May not work on later
versions of Windows

0 WinHex - Has some limitations
0 Nigilant32 - Free but for 32-bit systems only

0 Memoryze (Mandiant) - Free
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RAM Acquisition with FTK Imager

|} AccessData FTK Imager 2.9.0.138!

File | View Mode Help

fy Add Evidence Item... B

5 Add Al Attached Devices ]|Fi|e List
Remove Evidence Item Mame Sizel Type Date Modified

Remove All Evidence Ttermns
Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Customn Content Image (AD1)
Create Custom Content Image (AD1)...

[} Obtain Protected Files...
Detect EFS Encryption

Export Files...
Export File Hash List...

Export Directory Listing...
Exit
Froperties oy Walue Int Custom Confte...

For Help, press F1
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RAM Acquisition with DD

S
0 MDD_1.3.exe by ManTech

0 DD in Unix
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MEMORY ANALYSIS
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RAM Analysis Tools
B

0 Some commercial forensics tools have built-in capabilities
0 Volatility Framework
0 Mandiant Memoryze

0 HB Gary Responder
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Volatility Framework
T

0 Volatility supports the following extraction capabilities for
memory images:

Image date and time

Running processes

Open network sockets

Open network connections

DLLs loaded for each process

Open files for each process

Open regqistry keys for each process
Memory maps for each process

Extract executable samples

Scanning examples: processes, threads, sockets, connections, modules
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Volatility Modules
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Volatility Modules (Contd.)
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Volatility Modules (Contd.)

Source:

http:/ /www.forensicswiki.org /wiki/List_of_Volatility_Plugins
http:/ /code.google.com/p /volatility /wiki/CommandReference
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Volatility Usage

C:\Class Tools\Wolatility-1.3_Betalcmd. exe
TCULAR PURPOSE. ﬂ

usage: wvolatility cmd [cmd_opts]

Eun cowmand cmd with options cmd_opts

For help on a speciftic command, run 'wolatility cmd --help'
Supported Internel Commands:
connections Print list of open connections
Cconnscan scan for connection objects
CoONnNscanz scan for connection objects (New)
datetime Get dateStime information for image
di11ist Print 1ist of loaded dl1s for each process
dmp 2raw Comvert a crash dump to a raw dump
dmpchk Dump crash dump information
files Print 1ist of open files for each process
hibinfo Convert hibernation file to linear raw image
ident Identity image properties
memdmp Dump the addresszable memory for a process
MErmap Print the memory map
modscan scan for modules
modscanz Scan for module objects (Mew)
modules Print 1ist of loaded modules
procdump Dump a process to an executable sample
pslist Print list of running processes
psscan Scan for EPROCESS objects
psscanz Scan for process objects (Hew)
1~ aw2 dmp Comvert a raw dump to a crash dump
regobjkeys Print list of open regkeys for each process
sockets Print list of open sockets
sockscan Scan for socket objects
sockscanz Scan for socket objects (Mew)
strings Match physical offsets to wirtual addresses (may
take a while, VERY werbose)
thrdscan scan for ETHREAD objects
thrdscanz Scan for thread objects (Mew)
waddump Dump the Vad sections to files
wadinfo Dump the waD info
wadwalk walk the wad tree
Supported Plugin Commands:
cryptascan Find TrueCrypt passphrases
malfindz Detect hidden and injected code
MEnmap_ex_2 Print the memory ma

p
arphan_threads Find kernel threads that don't map back to loade
d modules

pslist_ex_1 Print 1ist running processes

pslist_ex_3 Print list rumning processes

pstree

usermade_hoaoks Locate IAT/EATin-line API hooks in user space
usrdmp_ex_2 Dump the address space for a process

Example: wolatility pslist -f Apath/ oy Tile

CinClassToolsWwolatility-1.3_EBetas -
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Working with RAM Images

oy
0 Image ldentification
O volatility ident -f HOHTLE4.vmem

0 ldentify Suspicious Processes
O volatility pslist -f HOHTLE4.vmem
O volatility psscan2 -f HOHTLE4.vmem (EXITED!)

0 ldentify active, hidden or closed connections

O volatility connections -f HOHTLE4.vmem
o volatility connscan2 -f HOHTLE4.vmem (hidden)
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Working with Images (Cont.)

0 ldentify active, hidden or closed
O volatility sockets -f HOHTLE4.vmem
O volatility sockscan2 -f HOHTLE4.vmem (hidden)
0 ldentify suspicious dlls and any open, hidden or
closed files
O volatility dlllist -f HOHTLE4.vmem
O volatility files -f HOHTLE4.vmem > files.ixt

O volatility fileobjscan -f HOHTLE4.vmem >
fileobjscan.itxt (hidden)
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Working with Images (Cont.)

0 ldentify suspicious strings for each suspect
process

o volatility memdmp -f HOHTLE4.vmem -p <PID> >
PID.dmp

o strings PID.dmp > PID_ASCIl.txt

0 Extract Executable (EXE)
O volatility procdump -f HOHTLE4.vmem -p <PID>

0 Verify Online at VirusTotal, VirusScan, etc.

netSecurity

Memory Forensics: Collecting and Analyzing Malware Artifacts from RAM
E R EEREERERNOEDR



Working with Images (Cont.)
B

Fortinet 4.1.143.0 2010.07.29 W32/MyDoom. £amEmmn

GData 21 2010.07.2% Win32.Worm.McMaggot.h
Ikarus T2.1.1.04.0 2010.07.29 Trojan.Win3Z2.Genome
Jiangmin 13.0.900 2010.07.28 -

Kasperaky 7.0.0.125 2010.07.29 Trojan.Win3d2.Genome.btyt
Mchiee 5.400.0.1158 2010.07.28 Generic.dx
McAfee-GW-Edition 2010.1 2010.07.29 Heuristic.BehavesLike.Win32.Suspicious.H
Microsoft 1.6004 2010.07.289 Worm:Win3Z2/Prolaco

ROD32 5322 2010.07.29 Win3Z2/Mydoom.NAIL

Norman £.05.11 2010.07.28 W32/Mydoom.ER

nProtect 2010-07-29.01 2010.07.2%9 Winl2.Worm.McMaggot.h
Panda 10.0.2.7 2010.07.28 W32/Mydoom.HY.worm
PCTools 7.0.3.5 2010.07.2%9 Spyware.0075py

Frevx 3.0 2010.07.29 -

Rising 22.58.03.04 2010.07.28 -

Sophos 4.55.0 2010.07.2% Mal/Generic-R

Sunbelt 6658 2010.07.2% Trojan.Win32.Generic!BT
SUPERAntiSpyware 4.40.0.10048 2010.07.29 -

Symantec 20101.1.1.7 2010.07.2% Spyware.0075py
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Data Carving Using Foremost
T

0 Foremost

O foremost -c foremost.conf -t exe —i <PID>.dmp -0
output3
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Scan for Registry Artifacts

24
0 volatility hivescan -f HOHTLE4.vmem

0 volatility hivelist -f HOHTLE4.vmem -0
0x212cb60
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Analyzing Extracted Executables
N

0 Using the resulting EXE from “procdump,” analyze
the EXE further

0 Scan using Anti-Virus

0 Run in a Virtual Machine
O Analyze using Static means
O Analyze using Dynamic means

O Perform Code Analysis
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QUESTIONS & ANSWERS

3] ®
netsec U r"y Memory Forensics: Collecting and Analyzing Malware Artifacts from RAM



http://www.netsecurity.com/training/cyber_security_computer_forensics_training_course_listing.html

