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UNDERSTANDING BASIC PHYSICAL 

ACCESS CONTROL



Definition of Access Control 

Access Control is defined as the protection of 

Company/Agency resources.

There is no delineation between Logical and 

Physical Access Control in the definition.

So to take that definition one step further:

Access Control is to protect the Logical and 

Physical Assets of a Company/Agency.  



History of Access Control

Are you Friend or Foe???



History Continued: 

Cardkey was the first electronic PACS.

If you had a card and where given privilege's then 

the door would unlock and you would gain entry.

– No CRT

– All alerts/events were printed on a dot matrix printer

– All changes were verified through a dot matrix printer

– Reports were very limited

This was a Card centric PACS – Obsoleted due to the 

fact that the Weigand format card is easily cloned.



Basic Door Configuration



History Continued: 

Todays PACS is now an information gathering tool 

that is “Identity Centric”

With a Card Centric PACS we are validating the Identity of 

the individual that is caring the credential.

Certificates are placed on the credential to Authenticate that 

it is a valid credential and then a PIN and BIO-Metrics are 

used to further identify the individual.

Now we are more interested in the person than the card so 

our definition of Access Control has changed.

“Access Control is the protection of Company/Agency 

resources from unauthorized use.”
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PACS Authentication Solutions
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E-PACS with FICAM Layer



 External Interfaces for PACS – Safety, Security, 

Command & Control

 PSIM – Physical Security Information Management

 PIAM – Physical Identity & Access Management

 PDR  - PACS Data Repositories (for multiple PACS, 

PACS IDMS)

 VSS – Video Surveillance Systems

 VMS – Visitor Management Systems

 Duress and Emergency Alert Systems

 Mass Notification Systems

INTEGRATION WITH AGENCY’S ICAM PLATFORM



E-PACS / ICAM INTEGRATION
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Federal ICAM Program 

*IDManagement.gov


